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Sets

! Collection that cannot contain duplicate elements.




Collection Family Tree

HashSet

< <Interface>>
Collection

< <Interface>>

TreeSet

< <Interface>> List
Set
— LA A .
A ! | - ~
\ I | = ~
| I | - -~
I |
<<Interface>> | | , Vector
SortedSet i implements <<Interface>> '
\ Deque I
v \ ' A
’ ’ \l l} : \
/ ' \ [} |
LinkedHashSet \ ,' Stack
\
\ !
LinkedList
AA.2016/2017
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Set interface

» Add/remove elements
boolean add(element)
boolean remove(object)

» Search
boolean contains(object)

» No duplicates
» No positional Access!

Tecniche di programmazione A.A.2016/2017
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Lists vs. Sets

add(element) O(l) O(l) O(l)
remove(object) O(n) + O(n) O(l)
get(index) O(l) O(n) n.a.
set(index, elem) O(l) O(n) + O(I) n.a.
add(index, elem) O(l) + O(n) O(n) + O(I) n.a.
remove(index) O(n) O(n) + O(I) n.a.
contains(object) O(n) O(n) O(l)
indexOf(object) O(n) O(n) n.a.

» 4 Tecniche di programmazione A.A.2016/2017
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Hash Tables

A data structure implementing an associative array



Notation

» A set stores keys
» U — Universe of all possible keys

» K — Set of keys actually stored

° . J

) 3 )

.Q..O.. [
°

o.' e

\,,
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Hash Table

» Devise a function to transform each key into an index

» Use an array

-

T[0..m]

e rtik |
..':'.:- %(k) |
\
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Hash Function

» Is a function that maps data of arbitrary size to data of fixed size

» Mapping from U to the slots of a hash table T[0...m—1]
h:U—{0,l,...,m—I}

» h(k) is the “hash value” of key k

» Main application:
Hash table
Cryptographic hash function

Authentication
Ensure file integrity (to avoid tampering)

Calculate digest for digital signature
Used by Git too.
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Hash Function

» Main properties:
Hash table

Deterministic: same key,same hash value

Uniform:“Any key should be equally likely to hash into any of the m slots,
independent of where any other key hashes to”

Defined range

Cryptographic hash function
Collision resistance (large hash value) e.g. SHA-1 160 bit

Non invertible:it is not possible to reconstruct k from h(k)

9 Tecniche di programmazione A.A.2016/2017



Hash Function

» Compression
hy:U — N*
h(k) = hn(k) mod m
» Expansion
hg:U—[0,I[ ER

h(k) = | hp(k) - m |
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Hash Function - Complexity

» Usually, h(k) = O(length(k))
length(k) « N — h(k) = O(I)
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A simple hash function
» h: AC N+ — [0,m-1]

» Split the key into its “component”, then sum their integer
representation n

» hy (k) = hy(xox1 %5 . xp) = zxi
i=0
» h(k) = hp(k) % m
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A simple hash (problems)

» Problems
hy(“NOTE”) = 78+79+84+69 = 310
h(“TONE™) = 310
hy(“STOP”) = 83+84+79+80 = 326
hy(“SPOT”) = 326

» Problems (m = 173)
h(74,778) = 42
h(16,823) = 42
h(l,611,883)= 42
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Collisions

0
U
(universe of keys) h(k,)
e s
0y ko . .
- collision —
(E:;l;; 2 , i,\ o h(ka)=h(ks)
h(ks)
m—I|
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Collisions

» Collisions are possible!
» Multiple keys can hash to the same slot
Design hash functions such that collisions are minimized

» But avoiding collisions is impossible.
Birthday paradox

Design collision-resolution techniques
» Search will cost O(n) time in the worst case
» Hash value is an hint about where to start to search

» However, usually all operations can be made to have an
expected complexity of O(I).
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Birthday paradox

» Let’s use birthday as hash function.
365 slot in the array
Let’s consider the probability of a collision

. 1
‘T 09+
Q.0.8
© 0.7
‘S 0.6
>05
=04}
<03
Q
Q0.2
= 0.1}
o 0 23

0 10 20 30 40 50 60 70 80 90 100

Number of people
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Hash functions

» Simple uniform hashing

» Hash value should be independent of any patterns that
might exist in the data

» No funneling
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Natural numbers

» An hash function may assume that the keys are natural
numbers

» When they are not, have to “interpret” them as natural
numbers
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Natural numbers hashing

» Division Method (compression)
h(k) = k mod m
» Pros
Fast, since requires just one division operation
» Cons
Have to avoid certain values of m

» Good choice for m (recipe)

Prime
» Not “too close” to powers of 2

» Not “too close” to powers of 10
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Natural numbers hashing

» Multiplication Method |
he(k) = <k -A>=(k-A—|k-Al
h(k) = m - hg(k) |
» Pros
Value of m is not critical (typically m=2P)
» Cons

Value of A is critical

» Good choice for A (Donald Knuth)

\J5+1

—1_ _
A—[| ; 1

(& [
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Natural numbers hashing

» Multiplication Method ||
h(k) = k- 2,654,435,761
» Pros

Works well for addresses

» Caveat (Donald Knuth)
2 654435761 = — 232

golden ratio

21 Tecniche di programmazioneW



Resolution of collisions

» Open Addressing

When collisions occur, use a systematic
(consistent) procedure to store elements in free £ =
slots of the table +

“Double hashing”,“linear probing”, ...

» Chaining .,
. + ]
Store all elements that hash to the same slotin a —
linked list A
yd
B Pl P/
T_T1«/]
-

m—1
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Chaining

0
U
(universe of keys)
k,
e Ky
(©)
(actual k,® g - —

keys)

m—|

h(ki)=h(ky)

h(ky)=h(ks)=h(ks)

h(k;)=h(k)
h(ks)
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Chaining

U

(universe of keys)

(actual k,® o

keys)

m—|

\
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Chaining (analysis)

» Load factor a = n/m = average keys per slot
n — number of elements stored in the hash table

m — number of slots

If n < m,very few slots should have more than one entry

Even if n < m, collision occurs (birthday paradox)
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Chaining (analysis)

» Worst-case complexity:
O(n) ( + time to compute h(k) )
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Chaining (analysis)
» Average depends on how h(‘) distributes keys among m
slots

» Let assume

Any key is equally likely to hash into any of the m slots

h(k) = O(I)
» Expected length of a linked list = load factor = o = n/m
» Search(x) = O(a) + O(1) = O(1)
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A note on iterators

» Collection extends Iterable

» An lterator is an object that enables you to traverse
through a collection (and to remove elements from the
collection selectively)

» You get an Iterator for a collection by calling its iterator()
method

public interface Iterator<iE> {
boolean hasNext () ;
E next();
void remove (); //optional

28 Tecniche di programmazione A.A.2016/2017



Collection Family Tree

HashSet

< <Interface>>
Collection

/

< <Interface>>
Set

Linkédl-lashSet

29
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List
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Queue ' | oo
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:' Vector
ments | <<Interface>> ,
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HashSet —24

» Add/remove elements
boolean add(element)
boolean remove(object)

» Search

boolean contains(object) (&)

%

30 Tecniche di programmazione A.A.2016/2017

» No duplicates
» No positional Access

» Unpredictable iteration order!

~N o w - e N - O



Collection Family Tree

HashSet

< <Interface>>

Collection

/

TreeSet

31

ArrayList

< <Interface>>
<<Int§|;face>> extends List
t
< <Interface>> 4\ AN
JAN Queue [ |
\ I |
| I |
\ % I |
<<Interface>> | | , Vector
SortedSet i implements <<Interface>> '
\ Deque I
|
N \
7’ \
\
LinkedHashSet
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LinkedHashSet —24

» Add/remove elements
boolean add(element)
boolean remove(object)

» Search

boolean contains(object)

» No duplicates

» No positional Access

» Predictable iteration order

sl @ ON WU Em W N e ©
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Costructors

» public HashSet()

» public HashSet(Collection<? extends E> c)
» HashSet(int initialCapacity)

» HashSet(int initialCapacity, float loadFactor)
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Costructors

» public HashSe
» public HashS
» HashSet(int initial
» HashSet(int initial

n<! extends E> c)

pacity)
acity, float loadFactor)
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JCF’s HashSet

» Built-in hash function

» Dynamic hash table resize

» Smoothly handles collisions (chaining)
» O(l) operations (well, usually)

» Take it easy!
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=

=

» In Java every class must provide a hashCode() method
which digests the data stored in an instance of the class

into a single 32-bit value

Default hash function in Java

» InJava 1.2, Joshua Bloch implemented the java.lang.String
hashCode() using a product sum over the entire text of
the string

h(s) = Xy s[i] - 31m 17
h(“andrea”) =a-31°>+n-31*+d-313+r-312+e-31 + a
» But the basic Object’s hashCode() is implemented by

converting the internal address of the object into
an integer!
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Understanding hash in Java

Pl c—-gl-asss s MyData &
U T e R TSl W Y i =
DU eSS arangsuirriemes;
int age;
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Understanding hash in Java

Myat a--5Eo ow=
MyData bar =

new MyData () ;
new MyData () ;

1f (foo.hashCode () ==

A= (O o e e i e 5

Enetinsew|

38

SRSB4 1 L - 11 1y 1 KOO [ ey

bar.hashCode ()) {
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Understanding hash in Java

Mgt a-=ine om—snew  MyDakea() ;
MyData bar = new MyData();

foo.name = "Stephane";

{00 L b 01 s 5 s st e -

EoerEE=yS5y

bar.name = "Stephane";

bar.surname = "Hessel";

bar.age = 95;

if (foo.hashCode() == bar.hashCode ()) {

I DAL SE

39

EyiSiEcdouE Pl nisitni @ eleli R RSN

Syrsisemi oyl pEIRETRCETC e alistye:
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Default hash function in Java —,

public boolean equals (Object obj);
public int hashCode () ;

» If two objects are equal according to the equals()
method, then hashCode() must produce the same result

» If two objects are not equal according to the equals()
method, performances are better whether the
hashCode() produces different results
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Hash functions in Java y—,

public boolean equals (Object obj);
public int hashCode () ;

hashCode() and equals() should
always be defined together

GROEDIG
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Hash functions in Java y—

» public int hashCode()

returns a 32-bit signed integer
32-bit Float or 32-bit Integer could be used directly
Perfect hash function: map each input to a different hash value

Eclipse provides a convenient method to automatically
generate equals() and hashCode() implementation

AT GROEDING
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Recap —,

» == or!=

Used to compare the references of two objects

MyData foo = new MyData() ;
MyRDatawbar.= new MyData ()
vf(ireieps r=wloarte) «{

System.out.println ("References are different");

SHERO0 1= — AlsEkEy
SHis Fem. |0 Ty Prilina el Re e remieeist anel e Rir g s
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Recap —,

» equals()

Used to give equality information about the objects

MyData foo = new MyData() ;
MyRDatawbar.= new MyData ()

s (iF@IEp s SRS (1D EE ) e

System.out.println ("Objects have the same values");
} else {

System.out.println ("Objects have different values");
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Recap =-
» hashCode()

Return the hash value of an object

Must behave in a way consistent with the same object
equals() method

MyData-~foo-= new MyData() ;
MyData bar = new MyData () ;

if (foo.equals (bar)) {
i ] 1 e B 0 o v b s © ) . e i A L v
System.out.println ("Hash code must be equal")

}
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Recap —,

» comparelo()
Gives the ordering of objects

Must be used only if need to order the object in a collection

MypBiast a0 Ow—-inew  MyDakeas() ;
MyData bar = new MyData() ;

v RO peoMPare Lo (Lads)wsamems Ui
// WRONG!'!
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public class MyData

pElpil-i c~-SE =g - names;
VRN A W RS M a W =N b i =1 F=
int age;

S 98 g W 1 e e e

@l b e L YA e i S 815115 4L

name = n;
surname = S;
age = a;

47

'5) (oM BIS S o 6 g ST £ |
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public class MyData =-

@Override
PR RN e YoM W=F=Ra M =Ye s b= N [R=3/ H0) o T= M=o N i ol ol W Nt |
w4 [ el
16 Calbalil JadR e o v oy A SIS o e OO O S
}
1f (obj == null || obj instanceof MyData == false) {
(B = W WSS 1 WO A VA SR e @I ) L GO 1L

}
// the real check!
if (name.equals (( (MyData)obj) .name) == false ||

surname.equals ( ( (MyData)obj) .surname) == false) {
return false;

}

TP mbtca aagbiy
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public class MyData =-
=
@Override
public B ~ean equals (Object obj) {
ey ki |
retu bl S OO Tl ©)1111S i)

}

| : . : : 2)
The annotation @Override signals the compiler

that overriding is expected,
and that it has to fail if an override does not occur

surname.equals(((MyData)yopJ) .surname) == tralse)
return false;

}

SR RREE e,

49 Tecniche di programmazione A.A.2016/2017

{



public class MyData =-
.=
@Override
RidiEslsinsasistiana o h.Codaodll
String tmp = name+":"+surname;

ReEu B Empn-has hodesss:

tmp will be “null:null” if MyData has
not been initialized
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Implementing your own hash functions

» Grab your hash function from a professional
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&

Trivial Hash Function =-

This hash function helps creating predictable collisions (e.g.,"“ape” and “pea”)

PR Cmde0 Rigal rilav 1. adl-Hiaksihe( S i nglsise.)
i

long hash = 0;
]9 4 § 4 Gt b e s i e S R ey g

{
NS S e W= WS D § 0.5 T 9 i 4 o g

return hash;
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&

BKDR Hash Function =
——

This hash function comes from Brian Kernighan and Dennis Ritchie's book
"The C Programming Language".It is a simple hash function using a strange set
of possible seeds which all constitute a pattern of 31...31..31 etc, it seems to
be very similar to the DJB hash function.

pieil-i-c~lkong-BKDRHashiESitr 1 ng sitin)
i

PG Sea dw=+ 13 i/ ypaGNInC 13N L] P Ldb SMBN I 3 s8I+ SN~
lr@e) pliraSting=-0s;

O TIEr dy = O e isg@psiEtrmlre Rrgieta(v)mpr sty
{
hash = (hash * seed) + str.charAt(i);

Return hash’
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&

RS Hash Function =-

A simple hash function from Robert Sedgwicks Algorithms in C book

Pl c-lkong=-RSHashi(stwing ‘sit )
{

algiy il o) = Gegle

ity <& = 0 0r340:EpOn7

sty Sy G S0 v

RGOy TN I g s | g S el O g i 2
{

hash = hiashi& gttt ichaEir (F1g;
a = wal <1 o4

return hash;
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&

DJB Hash Function =

G-,

=

An algorithm produced by Professor Daniel J. Bernstein and shown first to the
world on the usenet newsgroup comp.lang.c. It is one of the most efficient
hash functions ever published

P c~dsoRnig=DIBHa sh (SiEhel n ges thol)

{
AN TG Vo Pl S NE s s

) g 1 g o e 70 i A s gl )

{
Nash = Idoi T MeER oo rrT

return hash;
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JS Hash Function —P

A bitwise hash function written by Justin Sobel

pEigilsl-c-lkong=JdSHa shi(SEwing ‘sit )
{
ST wrars iw=re<83]sErds) s Oulms

i )i iy G

{

s 0 o g o 4 o o

(Y=Y it W W B2 5 (1L 1 0 0 et Bl (o W B 1 T, AN G s

return hash;
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&

SDBM Hash Function =
——

This is the algorithm of choice which is used in the open source SDBM
project.The hash function seems to have a good over-all distribution for many
different data sets. |t seems to work well in situations where there is a high
variance in the MSBs of the elements in a data set.

Pl c~lsonigrs DBMHals Ré{Siea 1 ng « sitha)

{
e i dC i s g O

@ i I © e i = o i o A o b By i ot
{

SN AN I @1 510 /2 By Ly e e K B GG S
(LiaehrssnhhGmEy Hasghs

return hash;
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&

DEK Hash Function =-

e
An algorithm proposed by Donald E. Knuth in The Art Of Computer
Programming (Volume 3), under the topic of sorting and search chapter 6.4.

PO Cdso FrepD EKH a- sl (WSishicd N giks i)

{
NSNS S rem NSkl i () 555

] @i s 4§ 4 Gt e s g e o ) ey g

{
= S i 010 WS 0L 15 O i e 65 (S0 i i R B 7 ST e (O A S W B e g

}

return hash;
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DJB Hash Function —P

The algorithm by Professor Daniel . Bernstein (alternative take)

P CdseRig=D JBHa S FSiEhed 1 gks i)
{

aliejid i Sy EEsE e

) 01 i e, w1 s s e o T g o 12

{
(SN P W R Y= 0. 15 O i 0112 1S A e et S B 8 (01101 (= T/

return hash;
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&

PJW Hash Function =

e
This hash algorithm is based on work by Peter |. Weinberger of AT&T Bell

Labs.The book Compilers (Principles, Techniques and Tools) by Aho, Sethi and
Ulman, recommends the use of hash functions that employ the hashing
methodology found in this particular algorithm

PElSH- Cmdso Rig-B IJWH a s [-SiEhed 11 ks Tinl)

{

L3 gl

((BitsInUnsigned *3) /4);
ke e Leig a1y e =10 M A

¢ Oaeb PR ) a<<

PORGHB I STNUTIS IFgriciel s =e(
long ThreeQuarters .= (
long OneEighth = (long
long HighBits =t

long hash =@
long test a0
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PJW Hash Function

b=

6l

]

i o et

{

O e iRt oriep s I WE ) st

L e 00 s 45 o g s e
TR S T — ISR E R T e =) '= 0)
{

hash = (( hash ©* (test >> ThreeQuarters)) &

BedhscRnER s SHF I 7

return hash;
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ELF Hash Function

<,
=

Similar to the PJW Hash function, but tweaked for 32-bit processors.lts the

hash function widely used on most UNIX systems

Pl c-dso g LEHa sh (Sl n gus ti)

{
T WIS e e ee—a iy

19 i 4§ G e i i e S B ) e ol
{
NS i WS Sy g 5650 2l e s e O g o 11 -
TE(EEEn hashpramiEsE 0 00:0:00:0mmel=—w0")
halsh™ = (Pt 2d)E
hash &= ~x;
}

return hash;
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Licenza duso @G)@@

» Queste diapositive sono distribuite con licenza Creative Commons

“Attribuzione - Non commerciale - Condividi allo stesso modo (CC
BY-NC-SA)”

» Sei libero:
di riprodurre, distribuire, comunicare al Pubblico, esporre in pubblico,
rappresentare,eseguire e recitare quest opera
di modificare quest'opera
» Alle seguenti condizioni:

Attribuzione — Devi attribuire la paternita dell'opera agli autori @
originali e in modo tale da non suggerire che essi avallino te o il modo i
cui tu usi 'opera.

Non commerciale — Non puoi usare quest'opera per fini @
commerciali.

Condividi allo stesso modo — Se alteri o trasformi quest'opera,o se
la usi per crearne un'altra,puoi distribuire I'opera risultante solo con ur,
licenza identica o equivalente a questa.
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