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Generare una chiave

* Comando: ssh-keygen

e Algoritmo
— DSA o RSA?

e Dimensione della chiave
— ssh-keygen -b bits
—: 128, 256, 512, 768, 1024, 2048, 4096, ... ?




Generare unha chiave

g iovanmi@moth:™5 ssh-keygen -b 4096

Generating public/private rsa key pair.

Enter file in which to save the key (s/home-sgiovanni~.ssh-sid_rsa)l:
Enter passphrase (empty for no passphrasze):

Enter same passphrase again:

Your identification has been =aved in shomersgiovammi~.sshrid_r=sa.
Your public key has been saved in ~homersgiovami~.sshsid_rsa.pub.
The key fingerprint is:
b4:b7:01:05:9d:ab:ab:ac:ed:85:5f:4e:23:c1:48:72 giovammimoth
The key’s randomart image is:
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Percorso 5 Configurazione



Chiave pubblica

* Appendere la chiave pubblica nel file
~/ .ssh/authorized keys
della macchina a cui si desidera accedere
* Trasmettere la chiave pubblica

— spedirla per email
— verificare la fingerprint per telefono

The key fingerprint is:
b4:b7:01:05:9d:ab:ab:ac:ed:85:5f:4e:23:c1:dB8:7Z giovanmmi®moth

- Co fi razione e



Esempio di authorized keys

ssh-dss AAAAB3INzaClkCIMAAATBATIWOAMHOEMBOPr GAWON3AUH,/ TZaHMIXZSPUDXLE Jyvoelx0c8yvor7y35064 g
NSQo0g0Z cOKXUD+keRB11Ry3D5I jOGWxMIChcd34r 1 FKWNjdwUb3svPcufyTremPShbEB2 zs¥K7 cDjULRL 3MUBSTAH
LFE2Z2roKEwGT XQyN+RSHOUUTbQTFja3 THESpyU3oXOHMUNa0RF+VpTOR1+r+ 3mcoEGkOKGTbKU SXokwu2ugyCUTZ x0
63zdrwlywWbnlTIjSeMLz5518b2aed 3Tgy3A7qz852ns1x¥XmlayYP7upuljasivv3ItBThEYhkgDkEFaomfmbmglSpf4 IH
FIQ3hGKmxA+dHNS+gdK1 2ZABDT kIC9Qm+4BUIYgNSNMIowL x,/ZUZXpFRT9d2exEqpHRVMO1gad gGXMZzOvEanGLevs Ik
BﬁnigwfiGqGUFRxNKkWBVVijp?TfﬂﬂmTszKcrJhtTthFuiWntkainDV?tVijanzﬁberdi?IWAGJGEjatHz
fgiwrdMTk0651E5TiuBonBucgr4Q6RHWNXyQQHa9ZMWo 9dNTENTwohr dk1Bsk TwgbaCI7YTkMyrimuS6qjcvDDp2o4
JK20MFMI7OpLZ IXMUFMY+IQTrZFEUS+PZWMXG,/bTgi+achgmvoszkl joodi INGWFZZubtkwpryvEGyETF 3AAAAFQDU
NJUCP7TZONEVEXYWVWE9Zgq2atQAasagaoykggl 5+8rxoKlxpwBGet xhBSRp7L12ka,/ Xy Tgprad3CtHrx,/0z5bETEBAZQ
SNHS JKXaTYg9Fkvofom2EC3HyWIkoDOCYpKSGVAdESQTgLLDUChxZr 82B1DE4 edNG1BqOao04uDoGSkeg2PIEpK1ES
HeG+/03YKEJuKEjScPTrML2 5+yzv3BQOxn3F++C+dbpCk03ai jckboacCceuTnIBETTA+S OvoKNHLHPANS ZZhRTTmd U
Uz3Faa7 TEX,/AKNgQLCpZNOTNjdTAFOF7 Th8xbmObowW1C1vOR I SWuC twkF+2Z 9MMcOGuE5IPGhLriChR1WeRMgEE Y] SDE
FTXPOBOGN,/HI,/PhTdTg /07 Wy+5ZZrZLNSPdRrph,/6IMhpoivgGyphd+xyhsixXw607 XuGvIxbDRCr 7 /7 Kvowltlaao0d
Xaoack,/n4HGr 3T zuG9TGaK7RER1amh1D7 j 17w+coyS1BLOCEIqdhIOBRGYP3IRUVGr T Ibynz jMFDXOFWGEYNYEWEEQ
2w59hEqOYiRALKSgpdceot cBSWOWXTKI11PTCBIBs6cyUU7B2zng i pZ 3ThEuwdhdzBexdrN/ZxrhzGFwF JGSmneMmox
hzce?iguaGtIFWFFVLESSQWreguyiBCZthkWTtidHKPMjRafBcﬁH1kuf3hu5PNHE02DanTPGFVjJEtkngAAAgAV
elCy7 qyno?deu?Duko?1?pHcGIrrPdDB5zBql5csz09nFIaux52YSDxxmB1szchEYjDkaEExABcMugElSFLr
YWHIFs13WP,/EhJ16pBPAGK TwwiVCZITIesViwwSbwBVIMICqyCwSi jazadema,/ Svygfvd? JnoBKIIsEfQynwlIPI0pP
BWF xM5mF pyADBOXS SVELSYAcqulexHFKyENsndZBEVBHchbNByTltSﬁqugDEBszizsaCHprZ nwaBHiFg
QAaoAGSNTdyn+wvGoTze T g5MHOTwaB145,/gliAcbpepcl,/g,/ BXv+IZ0Zt /5jcs1bdsDoiEokiNO7 /REWTCWWE I Ibn
TarTOwdvIxdkLIYIr86v0zzTke /41FhPrzUS TNl yKIu+KvXZG+vDd7 pmwaxags5s02KtvDzn+deqdunNpOaHmIul HOpG
ptz3CLNpTIQVGEQCQOVXPMLX0TZh7 zgfwinxDLgwwMPPSndGegBVuCad ShSORHK T uzL /ynNxwWhaeeNxTYCy3AhLHXX
JRgmBshG1hm1tQgqwIPY7hgan3kvxkA4LRGYTOrDo319GgDEY JHSPI+Y 1 jOBWI1G6TgIh0Iwkuj55GkdD+ Je+iYSRHL
YB5uHBDdSrFBBE?SSBZth6nyDfdbPZKSVJfDBnRHhYTH2n+th:= iovanni.squillero@polito.it
ssh-dss AAAABENZaclkEEMAAAEBANVDGM4HIGfo2ThQUMDbJSBPVDEthVBanUFDDIrBmBTEyHZDK'IuBﬂjEIAw
MEXPINXPX1ICFMH+RA+Zz JUL JHEACANTDFGJTNIGQqvaolESd]lsRLOXOSCDTXRNT CT5520hCK3p497Zsukk 14NMqqu5
Rru+Z 9162 iMPR1ULldxgrAsasarqDlUvmEQOe+GPOPY Yy, Bokul UwWagasaTEATWN2FEwamP X0/ 1p8cex]IsDNDIMEKIK
ANF+pdUfFAeSzpgBMHT61Nox3IBFFIF36tSI2YRZUBUINIZvad yZwkiLBYIdxolYhuowWoH,/ ICbMZBF 1 6WVCPbFBigQtyp
BZa3m3aKjBQUUQeclYL121aCEZTI ] aGpyvs+s1ivywByL+mghmzhkasaCalfge2oqryPhdIpk T7/MTEI TweGBOmosmc9p
sgu9gwtrRre2kbmOginge8lzigdai7P8zrbvEIohxTazmC4wIKFKuByhgoApkc+e3aCXEZNEQBFGXEMF1vQE15P1ZHE
oMneE 1BOkCKgizZ ] TdvicIbLzzdvEbH c0ZKsRgpxPgLozU=

ssh-dss AassaB3NzaClko3mMassEBAPOghHhAZSKDY g231gd9GqDo6DKFAr 0ThdvdFgezui JwMOs1 /FhnolycPndpeb
xrDadaP0IMy,/qEDTdS1 1gz7 CMGr gy qypt TRWTUEVYDUAU 30aPT dTIRBOpKCUASHWOr SY13TXCAZE7 kwegwdQy10i 50
cBEktCcybcQ3gbMHNNgoNXOBTGrnKd /et gxz0Z4 s+kmd+wOCL+UBENVIMchbmK s YUZ 7 zbwzmeySASFIANIXEivgTVvErR

. 550/aUthor1zZec ines 2-4,/5 72%




Utilizzo

ssh [-v] utente@host

— si collega al computer remoto come utente

— utilizzare -v (o -vv) per cercare di diagnosticare i
problemi




Sistema dei pacchetti

* dpkg

— installa, rimuove, configura pacchetti .deb
e apt (Advanced Packaging Tool)

— in origine: front-end per dpkg

— apt-get, apt-config, ...

e aptitude
— in origine: frontend per apt




Sistema dei pacchetti

* Synaptic

e Ubuntu Software Center
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Sistema dei pacchetti

e Packages vs. Meta-packages




Repository

* Modificare il file «/etc/apt/sources.list »
—man apt-get

—man sources.list

e Slang: «repo»




Suggerimenti

* |nstallare aptitude
$ sudo apt-get install aptitude

— interfaccia quasi user friendly a carattere

— puo sostiture apt-get




Aggiornare il sistema

e Aggiornare la cache dei pacchetti
S sudo aptitude update

* |nstallare gli aggiornamenti
S sudo aptitude full-upgrade




e
Suggerimenti

* |nstallare python-software-properties

$ sudo aptitude install \
python-software-properties

giovanni@noth:”5 sudo aptitude install python-software-properties
[zudo] password for giovanni:
The following MEW packages will be installed:

python—pycurliat python-software-properties unattended-upgrades{al
0 packages upgraded, 3 newly installed, 0 to remove and 0 not upgraded.
Meed to get 96.6 kB of archives. After unpacking 651 kB will be used.
Do you want to continue? [¥-n-7?1

Configurazione



add-apt-repository

* Aggiungere un repository

— add-apt-repository 'deb uri distribution \
[componentl] [component2] [...]'

— add-apt-repository ppa:<ppa_ name>
* Esempi:

— add-apt-repository
'deb http://packages.linuxmint.com/ julia main'

— add-apt-repository ppa:gnome-desktop
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